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Abstract 

The purpose of this Operations and Maintenance (O&M) Plan is to explain operational and maintenance 

activities for the Multimodal Trip Planning Application (MMTPA) project both during and after the 
demonstration, funded as part of the Smart Columbus initiative. This document provides a comprehensive 

view of the MMTPA System and its components environment, the roles and responsibilities that make it 

work, and the processes and procedures to maintain optimum functionality.  
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Executive Summary 

This Multimodal Trip Planning Application (MMTPA) Operations and Maintenance (O&M) Plan provides 
guidance of operations and maintenance of the MMTPA project. The Smart Columbus MMTPA project is 

one of eight projects in the Smart Columbus program and the goal of the project is to provide an innovative 
solution to improve mobility and access to opportunities.  

This O&M plan includes an introduction to the MMTPA project and its system components (Chapter 1), a 
description of materials and resources necessary to operate and maintain the project (Chapter 2), and a 

description of the operational and maintenance activities necessary (Chapter 3 and Chapter 4) for the 
success of the project.  

The intended audience is the Smart Columbus MMTPA project team, MTECH (dba Etch), the City of 

Columbus, United States Department of Transportation (USDOT), transportation and smart city researchers, 
and those engaged in the deployment of Smart Columbus projects. 
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 Introduction 

1.1. SCOPE AND PURPOSE 

This document identifies the scope and purpose of the Multimodal Trip Planning Application (MMTPA) 

Operations and Maintenance (O&M) Plan. It explains how operational and maintenance activities will be 
performed both during and after the demonstration period, funded as part of the Smart Columbus initiative. 

The following sections discuss the materials and resources, operational activities, maintenance tasks, and 
routines taking place to operate and maintain the MMTPA System (defined in Section 1.3.3) and other 

associated systems used to service its users. This document also specifies the stakeholders, such as 
agencies, departments, and divisions within agencies, which rely on its successful operation. The purpose 

of this document is to provide a comprehensive view of the MMTPA project, the elements that make it work, 
and the processes and procedures for maintaining optimum functionality. 

The primary goals and expectations of the MMTPA O&M plan are as follows: 

• To keep the MMTPA System operational and to provide optimal service to travelers. 

• To provide access to troubleshooting tips and common traveler issues and how to resolve them. 

• To facilitate communications between the support teams and developers. 

This O&M plan provides insight into the types of activities that are necessary to keep the MMTPA System 
operational, and should serve as a guide for addressing and resolving issues that come up regarding the 

MMTPA suite of applications, including the mobile app, website and interactive kiosk (IK) site, and their 
integration with the Smart Columbus Operating System (Operating System).  

1.2. DOCUMENT ORGANIZATION 

The MMTPA O&M plan is organized into the following chapters:  

• Chapter 1. Introduction provides a high-level overview of the project, the MMTPA System and its 
components, and the stakeholders involved.  

• Chapter 2. Materials and Resources identifies the required personnel and equipment needed for 

operations and maintenance.  

• Chapter 3. Operations provides insight into the types of activities that are necessary to keep the 
MMTPA System running. 

• Chapter 4. Maintenance identifies the maintenance activities that are necessary to keep the 

MMTPA System running. 

1.3. PROJECT DESCRIPTION 

As part of the City of Columbus’s response to the Smart City Challenge, Mayor Ginther and other City 

leaders focused in part on determining how an integrated smart transportation system would encourage use 
of  multimodal trips, since citizens in urban areas increasingly view mobility as a service, and expect 

seamless connections as they move from mode to mode. Motivation for the MMTPA project stemmed from 
this discussion. Additional considerations were gaps in the current system, such as lack of access to 

coordinated multimodal options, and lack of ability to compare prices across modes. The MMTPA project 
provides these new functionalities and improves on existing functionality by delivering a complete 
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multimodal trip planning solution for travelers in the Columbus region. Travelers can download and install 

the MMTPA (Pivot app) from the Android and iOS app stores. Travelers can also interact with Pivot on the IK 
and through the website at https://app.pivotcolumbus.com/.  

1.3.1. Project Objectives 

Smart Columbus has partnered with public and private agencies with a shared focus on enhancing user 
experience, quality of life, and satisfaction. The project has established intermediate goals and objectives 

that, when reached, will signal progress toward reaching successful outcomes.  

The three main goals for MMTPA with respect to positive societal outcomes, which tie back to the original 
intent of the Smart City Challenge, are: 

• Enhanced mobility 

• Enhanced access to opportunities and service 

• Increased customer satisfaction 

1.3.2. System Geographic Scope 

The geographic scope of the MMTPA is citywide and beyond, encompassing all the Central Ohio Transit 

Authority’s (COTA’s) service area, shown in Figure 1, and extending into outlying communities that are 

further serviced by other Mobility Providers. COTA’s service area includes all of Franklin County and parts of 
Delaware, Fairfield, and Licking counties.  

Figure 1 shows the COTA service in central Ohio. 

https://app.pivotcolumbus.com/
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Figure 1: COTA Service Area 

Source: COTA 

1.3.3. Multimodal Trip Planning Application System Components  

Figure 2 depicts the high-level relationships and dependencies of the MMTPA System with existing external 
systems and the Operating System, entities, and agencies. The MMTPA System allows travelers to plan and 

book a single or multimodal trip through the Pivot user interfaces (UIs). De-identified Pivot usage data is 
sent from the MMTPA Back Office to the Operating System for public access. In addition, third-party users 

can connect to the Operating System to access this information on system utilization. 
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Figure 2: Multimodal Trip Planning Application System Diagram 

Source: City of Columbus 

The key components of the MMTPA System are shown within the System of Interest box and are discussed 

in detail as follows: 

• MMTPA Back Office – The main back-end system for the MMTPA System. It was developed and is 
operated and maintained by the system vendor, Etch. It collects data from the Pivot mobile app, 

website, and IK site. The data collected is then de-identified and shared with the Operating System. 

• User Interfaces – The UIs have also been developed, and are operated and maintained by the 
system vendor, Etch. There are three UIs for travelers which include – the Pivot mobile app, a 
website, and IK site. The IK site is the Pivot app that is available at the Smart Mobility Hubs on the IK. 

Details on each interface include:  

o Pivot Mobile App – is a mobile application that is available in the Apple and Android stores for use 

on a smartphone or tablet. Travelers can view COTA bus schedules and rental information 
(scooter, bike). Multimodal trips can be planned to consist of walk, car, bike, bus, scooter, and 

ride-hail options based on user preferences and selected criteria. For example, travelers can set 
walk preferences, maximum cost, eco-friendly options, etc. Once a trip is planned, detailed 

navigation with voice directions and turn-by-turn directions is provided as the trip is executed. For 
ride-hail, bike, and scooter options, the traveler will be guided through a deep link1 process to 

seamlessly pay for the trip. Users can also create an account to save their preferences and track 
metrics of their trip history.  

Figure 3 shows the home screen of the Pivot mobile app. 

 
1 Deep links are a type of link that when clicked on, sends users directly to a specified app. Deep links are used to 

send users straight to specific in-app locations, saving users the time and energy locating a particular page 

themselves – significantly improving the user experience. Source: https://www.adjust.com/glossary/deep-

linking/#:~:text=Deep%20links%20are%20a%20type,signif icantly%20improving%20the%20user%20experience. 

https://www.adjust.com/glossary/deep-linking/#:~:text=Deep%20links%20are%20a%20type,significantly%20improving%20the%20user%20experience
https://www.adjust.com/glossary/deep-linking/#:~:text=Deep%20links%20are%20a%20type,significantly%20improving%20the%20user%20experience
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Figure 3: Pivot Mobile App: Home Screen 

Source: City of Columbus 

o Pivot Website – The site acts much like the Pivot app, with all the trip planning functions and user 
settings available through a website. When a traveler selects a trip, he/she has the option of 

emailing or texting the trip itinerary to a smartphone or tablet to execute using the Pivot mobile 

app. For security purposes, a verification code is sent to the traveler’s smartphone or email to 
access and execute the trip on their smartphone or tablet through the mobile app. Travelers must 

have an account and be logged in to see the trip sent from the website to their device. The Pivot 
website can be accessed at https://app.pivotcolumbus.com/. Figure 4 shows the website 

homepage with available bikes and scooters, preferred modes window, and trips provided for a 
selected origin and destination.  

https://app.pivotcolumbus.com/
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Figure 4: Pivot Website: Home Screen, Mode Preferences and Trip Plan 

Source: City of Columbus 
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o IK site – Similar to the website, the IK site allows the traveler to set mode preferences and 

options, and plan a trip. Once the trip is planned and trip route is selected, the traveler can enter 
his/her mobile number or email address to access the trip link on their mobile phone and execute 

the trip. Through the link sent to their mobile phone, the traveler will be prompted to download the 
Pivot app or the link opens the Pivot app if already installed. Travelers will need to login to the app 

to execute the trip. Figure 5 below shows the Pivot app on the IK at a Smart Mobility Hub (SMH) 
location. 

 

Figure 5: Pivot App on IK 

Source: City of Columbus 
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• Operating System 

o The Operating System receives, stores, and makes publicly available de-identified MMTPA usage 
data received from Etch – which includes usage data of the Pivot app and IK site. This data is also 

used for Smart Columbus performance measurement. Pivot usage data can be accessed through 
the following links.  

▪ Pivot app usage data: https://discovery.smartcolumbusos.com/dataset/pivot/mmtpa 

▪ IK site usage data: 

https://discovery.smartcolumbusos.com/dataset/pivot/smart_mobility_hub_trips_planned_via_k
iosk  

▪ The Pivot website was released publicly on March 5, 2021 and website usage data is 

undergoing data curation for availability in the Operating System on March 31, 2021. 

1.3.4. Multimodal Trip Planning System Stakeholders 

Stakeholders include the City of Columbus and city departments, as well as travelers, service providers, and 
third-party users that are involved in and/or rely on the operation and maintenance of the MMTPA.  

1.3.4.1. MID-OHIO REGIONAL PLANNING COMMISSION 

Mid-Ohio Regional Planning Commission (MORPC) is the owner of Central Ohio’s Gohio Commute 
program. This carpool/vanpool program allows users to match trips with other travelers using Gohio 

Commute. Gohio Commute matches the user with others who have a similar travel plan. Gohio Commute 
provides a range of travel options for a user’s trip and the impacts associated with each choice. This 

information helps the user to make an informed decision about their trip. Users may also track their trip 
choices to see the impact on their costs and local environment, receive rewards, and compete with fellow 

residents and employees in the area.  

RideAmigos (the software provider for Gohio Commute) is responsible for providing an Application 
Programming Interface (API) allowing the connection of Gohio Commute to Pivot. 

1.3.4.2. CITY OF COLUMBUS 

The following city departments are responsible for the MMTPA project. 

• The City of Columbus: The City of Columbus is the owner of the Smart Columbus Program and has 
established a Smart Columbus Project Management Office (PMO) within the Department of Public 

Service (DPS) team. The Smart Columbus PMO and DPS participate in the MMTPA project as 
follows: 

o Smart Columbus PMO: The Smart Columbus PMO is the MMTPA project owner during the grant 

period, procuring Etch as the solution provider for this project, interfacing directly with the vendor 
throughout the development process of the MMTPA system. The Smart Columbus PMO also 

developed and maintains the Operating System through a contract with Accenture.  

o DPS: DPS is responsible for owning, operating, and maintaining the MMTPA project post grant 
period. The DPS oversees the Division of Infrastructure Management which manages all 904 

lease activities for mobility providers in the City of Columbus, including applications and working 
with mobility providers to ensure compliance with the lease terms. The 904 leases give mobility 

providers access to the City’s right-of-way to park their equipment.  

https://discovery.smartcolumbusos.com/dataset/pivot/mmtpa
https://discovery.smartcolumbusos.com/dataset/pivot/smart_mobility_hub_trips_planned_via_kiosk
https://discovery.smartcolumbusos.com/dataset/pivot/smart_mobility_hub_trips_planned_via_kiosk
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1.3.4.3. OPERATING SYSTEM 

The Operating System is the data platform at the heart of the Smart Columbus data environment that 
integrates data and data services from multiple sources, including the planned Smart Columbus projects, 

traditional transportation data, and data from other community partners. The Operating System, via contract 
between the Smart Columbus PMO and Accenture, has access to an API from Etch for the usage data 

collected from the Pivot mobile app, website, and IK site.  

1.3.4.4. TRAVELERS 

Travelers are the end users of the MMTPA System and utilize the mobile app, website, or IK site to view, 

plan, book, and execute single or multimodal trips. These travelers can also respond to surveys for 
performance measurement that are distributed via email or through the mobile app, website, or IK site. 

Travelers are also prompted to provide application ratings when using the mobile app. 

1.3.4.5. SERVICE PROVIDERS 

Service providers include public transportation and private transportation businesses that are integrated into 

Pivot. These mobility companies provide data feeds or APIs so that Pivot can see modes available for the 
user to plan a trip. Below is the list of service providers that are available on Pivot along with how the data is 

fed into Pivot for each of those mobility providers.  

• Lime – General Bike Feed Specification (GBFS)  

• Bird – GBFS   

• COTA – General Transit Feed Specification (GTFS) 

• CABS – GTFS 

• Yellow Cab – API 

• Lyf t (CoGo) – GBFS 

• Lyf t (Ride-hail) – API  

• Uber – API  

• RideAmigos – API 

1.3.4.6. THIRD-PARTY USERS 

Third-party users are members of the public, including community organizations, researchers, and 

entrepreneurs who will have access to de-identified Pivot usage data available on the Operating System. 

1.4. REFERENCES  

Table 1 includes a list of documents that can be referenced for the MMPTA project as well as for the 

creation of this O&M Plan. The System Architecture and Standards Plan (SASP) contains the physical, 
enterprise, and communications views for MMPTA, including a table of all information flows. More 
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information about the program2 and MMTPA project documentation can be found on the Smart Columbus 

website.3 

Table 1: Reference Documents 

Title Revision Publication Date 

Multimodal Trip Planning Application/Common Payment System 
(MMTPA/CPS) Concept of Operations for the Smart Columbus 
Demonstration Program 

https://d3hzplpmmz6qe4.cloudfront.net/2019-07/Multi-
Modal%20Trip%20Planning%20System%20Concept%20of%20Operat
ions.pdf 

Final 
Report 

Aug 10, 2018 

Smart Columbus Demonstration Program Multimodal Trip Planning 
Application Request for Proposals 

https://d3hzplpmmz6qe4.cloudfront.net/2019-07/Multi-
Modal%20Trip%20Planning%20Application%20Request%20for%20Pr
oposals.pdf 

Final 
Report 

Sept 7, 2018 

Safety Management Plan for the Smart Columbus Demonstration 
Program  

https://d2rfd3nxvhnf29.cloudfront.net/2020-03/SCC-F-
Safety%20Management%20Plan_12-05-2019_FINAL.PDF 

Final 
Report 

Dec 5, 2019 

Smart Columbus Operating System Operations & Maintenance Plan:  

https://d2rfd3nxvhnf29.cloudfront.net/2020-06/SCC-B-SCOS-O%26M-
Final-v1.pdf 

Final 
Report 

Jan 10, 2020 

Demonstration Site Map and Installation Schedule for the Smart 
Columbus Demonstration Program 

https://d2rfd3nxvhnf29.cloudfront.net/2020-07/SCC-B-DSP%26IS-
UPDATED.pdf 

Final 
Report 

Jun 19, 2020 

Smart Mobility Hubs Operations and Maintenance Plan for the Smart 
Columbus Demonstration Program 

https://d2rfd3nxvhnf29.cloudfront.net/2021-01/SCC-B-SMH-OM-
Final.pdf 

Final 
Report 

Aug 17, 2020 

Performance Measurement Plan for the Smart Columbus 
Demonstration Program 

https://d2rfd3nxvhnf29.cloudfront.net/2020-08/SCC-C-PfMP-Update-
v1.pdf 

Final 
Report 

Aug 28, 2020 

Data Privacy Plan for the Smart Columbus Demonstration Program 

https://d2rfd3nxvhnf29.cloudfront.net/2020-09/SCC-D-DataPrivacyPlan-
AnnualUpdate-V2.pdf 

Updated 
Report 

Sep 24, 2020 

 
2 https://smart.columbus.gov/programs/smart-city-demonstration 

3 https://smart.columbus.gov/projects/multi-modal-trip-planning-application 

https://d3hzplpmmz6qe4.cloudfront.net/2019-07/Multi-Modal%20Trip%20Planning%20System%20Concept%20of%20Operations.pdf
https://d3hzplpmmz6qe4.cloudfront.net/2019-07/Multi-Modal%20Trip%20Planning%20System%20Concept%20of%20Operations.pdf
https://d3hzplpmmz6qe4.cloudfront.net/2019-07/Multi-Modal%20Trip%20Planning%20System%20Concept%20of%20Operations.pdf
https://d3hzplpmmz6qe4.cloudfront.net/2019-07/Multi-Modal%20Trip%20Planning%20Application%20Request%20for%20Proposals.pdf
https://d3hzplpmmz6qe4.cloudfront.net/2019-07/Multi-Modal%20Trip%20Planning%20Application%20Request%20for%20Proposals.pdf
https://d3hzplpmmz6qe4.cloudfront.net/2019-07/Multi-Modal%20Trip%20Planning%20Application%20Request%20for%20Proposals.pdf
https://d2rfd3nxvhnf29.cloudfront.net/2020-03/SCC-F-Safety%20Management%20Plan_12-05-2019_FINAL.PDF
https://d2rfd3nxvhnf29.cloudfront.net/2020-03/SCC-F-Safety%20Management%20Plan_12-05-2019_FINAL.PDF
https://d2rfd3nxvhnf29.cloudfront.net/2020-06/SCC-B-SCOS-O%26M-Final-v1.pdf
https://d2rfd3nxvhnf29.cloudfront.net/2020-06/SCC-B-SCOS-O%26M-Final-v1.pdf
https://d2rfd3nxvhnf29.cloudfront.net/2020-07/SCC-B-DSP%26IS-UPDATED.pdf
https://d2rfd3nxvhnf29.cloudfront.net/2020-07/SCC-B-DSP%26IS-UPDATED.pdf
https://d2rfd3nxvhnf29.cloudfront.net/2021-01/SCC-B-SMH-OM-Final.pdf
https://d2rfd3nxvhnf29.cloudfront.net/2021-01/SCC-B-SMH-OM-Final.pdf
https://d2rfd3nxvhnf29.cloudfront.net/2020-08/SCC-C-PfMP-Update-v1.pdf
https://d2rfd3nxvhnf29.cloudfront.net/2020-08/SCC-C-PfMP-Update-v1.pdf
https://d2rfd3nxvhnf29.cloudfront.net/2020-09/SCC-D-DataPrivacyPlan-AnnualUpdate-V2.pdf
https://d2rfd3nxvhnf29.cloudfront.net/2020-09/SCC-D-DataPrivacyPlan-AnnualUpdate-V2.pdf
https://smart.columbus.gov/programs/smart-city-demonstration
https://smart.columbus.gov/projects/multi-modal-trip-planning-application
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Title Revision Publication Date 

System Architecture and Standards Plan for the Smart Columbus 
Demonstration Program 

https://d2rfd3nxvhnf29.cloudfront.net/2021-01/SCC-B-SASP-
UPDATED_V2.pdf 

Final 
Report 

Jan 28, 2021 

MTECH Solutions Project Management Plan N/A Nov 14, 2018 

City of Columbus and MTECH Professional Services Contract  N/A Nov 19, 2018 

Security MTECH (confidential) N/A Jul. 30, 2019 

Pivot Manual and Training Guide N/A Aug. 19, 2019 

Source: City of Columbus

https://d2rfd3nxvhnf29.cloudfront.net/2021-01/SCC-B-SASP-UPDATED_V2.pdf
https://d2rfd3nxvhnf29.cloudfront.net/2021-01/SCC-B-SASP-UPDATED_V2.pdf
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 Materials and Resources 

This section identifies the personnel responsible for operating and maintaining the MMTPA System and 
equipment/materials used for the MMTPA System O&M. Table 2 provides a list of various MMTPA system 

components and the organization that is responsible for operation and maintenance during and after the 
grant period. IKE Smart City, LLC. is responsible for hardware related components at the SMH IK. The 

responsibilities of the IKE Smart City, LLC team can be found with the Smart Mobility Hubs Operations and 
Maintenance Plan.4 

Table 2: Multimodal Trip Planning Assistance System Stakeholder Responsibility Timeline 

MMTPA System Component Organization Responsibility period 

Product Owner (Administration, 
policy, identification and prioritization 
of  enhancements) 

 Mobile app (iOS and Android) 

 Website 

 IK site 

Smart Columbus PMO During grant period 

Product Owner (Administration, 
policy, identification and prioritization 
of  enhancements) 

 Mobile app (iOS and Android) 

 Website 

 IK site 

DPS Af ter grant period 

Development, operations and 
maintenance of: 

UIs 

 Mobile app (iOS and Android) 

 Website 

 IK site 

MMTPA Back Office 

Etch During and after grant period 

 

Pivot usage data to the Operating 
System  

 Receipt of Mobile app usage data 
(iOS and Android) 

 Receipt of Website usage data 

 Receipt of IK site usage data 

Smart Columbus PMO 
(through contracts with Battelle 
and Accenture) 

During grant period 

 
4 SCC-B-SMH-OM-Final.pdf (d2rfd3nxvhnf29.cloudfront.net) 

https://d2rfd3nxvhnf29.cloudfront.net/2021-01/SCC-B-SMH-OM-Final.pdf
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MMTPA System Component Organization Responsibility period 

Pivot Usage Data to the Operating 
System  

 Receipt of Mobile app usage data 
(iOS and Android) 

 Receipt of Website usage data 

 Receipt of IK site usage data 

DPS (through contract with 
Accenture) 

Af ter grant period 

Google Analytics data of Pivot Futurety During grant period 

Google Analytics data of Pivot DPS Af ter grant period 

Source: City of Columbus, Etch 

2.1. PERSONNEL 

Table 3 lists personnel, their positions, key functions, and the percentage of time dedicated to MMTPA 
O&M, if not full time, as defined during the demonstration period. Table 4 lists the same information but is 
focused on personnel who will be involved post-demonstration. These tables will be reviewed for any 
needed revisions based on a known change in a named individual at the end of the demonstration.  

Table 3: Multimodal Trip Planning Assistance Personnel Involved During Demonstration 

Name  Role Key Functions Availability (%) 

Etch 

Darlene Magold Project Manager Manage overall project 20% 

Jon Woyame Application 
Developer 

Lead development tasks 25% 

Jesse Glascock Application Designer Lead design tasks   25% 

Louie Greenwell Consultant Assist with metrics, training, and other 
tasks 

10% 

City of Columbus 

Andy Wolpert Project Owner Responsible for the administration, 
security and data policies, 
functionalities and enhancements of 
the MMTPA system. 

25% 

Futurety 

Andrew Hulse Analytics Consulting Responsible for reporting and 

analytics for the Pivot through Google 
Analytics 

10% 

Battelle 

Anthoni Goble Operating System 
Data Analyst 

Responsible for creating the data 
structure/schema to import Pivot data 
into the Operating System 

10% 

Accenture 
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Name  Role Key Functions Availability (%) 

Jarred Olson Operating System 
Technical Lead 

Responsible for storing Pivot data in 
the Operating System. 

10% 

Source: City of Columbus, Etch  

Table 4: Multimodal Trip Planning Assistance Personnel Post-Demonstration 

Name Role Key Functions Availability (%) 

Etch 

Darlene Magold 

 

Project Manager Manage overall project 10% 

Jon Woyame Application 
Developer 

Lead development tasks 10% 

Jesse Glascock Application Designer Lead design tasks   10% 

City of Columbus 

Andy Wolpert Project Owner Responsible for the administration, 
security and data policies, 
functionalities and enhancements, 
reporting and analytics of the 
MMTPA System. 

25% 

Accenture 

Jarred Olson Operating System 
Lead 

 

Responsible for updating the data 
structure/schema to import the Pivot 
data, importing the data and storing 
the data in the Operating System. 

10% 

Source: City of Columbus, Etch  

2.2. EQUIPMENT, SOFTWARE AND MATERIALS  

This section discusses the operating equipment, software, and other computing facilities used for operating 
the MMTPA System.  

2.2.1. Equipment 

The Pivot mobile app can be downloaded on any Apple or Android smartphone or tablet meeting the 
following hardware and software requirements.  

• iOS hardware requirements: 

1. Smartphone Operating System – Compatible with iPhone and iPad iOS version 10 and 

greater 

2. Storage size – Minimum 50.1 MB 

• Android hardware requirements: 
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1. Smartphone Operating System – Compatible with Android devices running Android version 

4.1 and greater 

2. Storage size – Minimum 60 MB 

Pivot can also be accessed through the following web browsers; note current versions as of January 2020 
are listed below in parentheses.  

• Google Chrome (version 87.0) 

• Safari (version 14.0.) 

• Microsoft Edge (version 87.0) 

2.2.2. Software  

Table 5 and Table 6 provide recurring costs and the party responsible for the each cost related to the 

project’s operation and maintenance during and after the demonstration.  

Table 5: Support Costs During Demonstration 

Description Cost Responsible Party Comments 

Pivot initial development and 
hosting fees 

$1.12M City of Columbus  One-time fee. 

Support options  

Operations and maintenance 

Support inquiries  

Data reporting analytics 

 

$30,000 Etch One-time fee. 

Source: City of Columbus, Etch 

The City has allocated the funds listed in Table 6 to operate, maintain, and enhance the MMTPA System 

through December 2021. Future budget allocation for operations, maintenance, and enhancements will be 
reassessed during Q4 of 2021. Table 6 shows the responsible party for operations and maintenance for 

different components of the MMTPA System and the cost associated with each component. During this 
period, sustainability, transition of operations and maintenance to the new team and end-of-life replacement 

will be reviewed by the DPS.  
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Table 6: Support Costs After Demonstration 

Description Cost  Responsible Party Comments  

Pivot ongoing development 
fees 

Support options  

Continued operations and 
maintenance  

Support inquiries  

Data reporting analytics 

Enhancements (as identified 
and prioritized) 

 

$100,000 Etch One-time fee for support, 
maintenance, enhancement and 
development. 

Hosting fees $10,000 Etch Yearly fee for AWS hosting fees. 

Source: City of Columbus, Etch 

2.2.3. Materials  

The Pivot mobile app, the website and the IK site were developed by Etch to be used by travelers to plan, 
book, and execute single mode or multimodal trips. The software and other support cost information for 

during and after the demonstration are described in Table 5 and Table 6, respectively. 

2.3. TRAINING 

2.3.1. Traveler Training 

There is no training provided to travelers who will be using the Pivot mobile app, website and/or IK site. A 
help section is available on the mobile app, website, and IK site for travelers to navigate use of Pivot – 

including registration, preferred mode settings, delete account, American with Disabilities Act (ADA) rides, 
and other questions. Therefore, this section only provides an overview of the assessment and training 

needed for personnel in operating and maintaining the MMTPA System. Detailed help documentation for the 

mobile, web, and kiosk is available with the option to email Etch at pivot@etchgis.com or provide feedback 
in the feedback section of the main menu.   

2.3.2. Customer Service Training 

During the early stages of the MMTPA project, customer service training materials were developed for COTA 
– as they were considered the future owner and customer service provider. Since COTA is no longer the 

future owner of the MMTPA Etch is responsible for hosting and maintaining all aspects of the MMTPA 
System during and immediately post-demonstration until the end of Q4 2021. Customer service training will 

not be updated unless Pivot is transferred to another owner.  

mailto:pivot@etchgis.com
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 Operations  

This section provides an overview of the policies and high-level procedures governing the operation of the 
MMTPA System. It is intended to govern all operations as described in the Concept of Operations and the 

activities necessary to achieve the project objectives. It also serves as a guide for addressing and resolving 
issues that may arise regarding the mobile app, website, and IK site applications and integration with the 

City of Columbus and the Operating System. 

3.1. MMTPA SYSTEM OPERATIONAL ACTIVITIES  

This section provides a description of common operational activities and troubleshooting activities related to 

the MMTPA System components. 

3.1.1. MMTPA Back Office and Traveler User Interfaces 

The City of Columbus has contracted with Etch to develop a customized software product, as scoped within 

the MMTPA Request for Proposal5. These requirements are appended to the City’s contract with Etch for 
MMTPA and are contractually operated and maintained by Etch. Response requirements are outlined in the 

contract between Etch and the City of Columbus as their client. This contract is referenced in Chapter 1, 
Table 1 and outlines the execution of many elements of operations and maintenance including: 

• Application hosting: 

o Web 

o Kiosk 

o Mobile 

• App Store and Play Store management 

• System operations: 

o Security (logical, network, and physical) 

o API management 

o Amazon Web Services (AWS) 

• Traveler feedback 

• Bug identification and management 

• Data backup and recovery 

• Risk management 

Key elements with respect to the operations and maintenance of the MMTPA System include: 

 
5 https://d3hzplpmmz6qe4.cloudfront.net/2019-07/Multi-

Modal%20Trip%20Planning%20Application%20Request%20for%20Proposals.pdf 

https://d3hzplpmmz6qe4.cloudfront.net/2019-07/Multi-Modal%20Trip%20Planning%20Application%20Request%20for%20Proposals.pdf
https://d3hzplpmmz6qe4.cloudfront.net/2019-07/Multi-Modal%20Trip%20Planning%20Application%20Request%20for%20Proposals.pdf


Chapter 3. Operations 

22 | Smart Columbus Program | MMTPA Operations and Maintenance Plan – Final Report  

• Most issues on the backend can be resolved before the consumer is aware. If there is a major issue, 
the Product Owner (DPS) will be notified immediately with a mitigation action and turnaround time 

for the issue.  

• Issues or requests provided through user feedback, surveys, and emails to pivot@etchgis.com will 
be grouped into three categories: 

o General Usage 

o Application Errors 

o Functional Requests (enhancements) 

• Etch utilizes Microsoft Teams to categorize this information. Once categorized, the Product Owner 

reviews the items with the Etch team on a weekly basis and further prioritizes by requests, bugs, and 
release information with status and priority as shown in Figure 6. 

• Users will be notified of changes as apps are republished to the app store. If a major update occurs, 

such as a new mobility provider is added to the system, Etch will work with the communications 
team for Smart Columbus to produce a press release or social media campaign.   

 

Figure 6: Issue Tracking in Microsoft Teams 

Source: Etch 

3.1.1.1. TRAVELER HELP AND TROUBLESHOOTING 

Etch, as part of their contract with the City of Columbus, provides a Help page for the traveler interfaces. 
The ‘Help’ link is located under the profile or menu of the mobile app. For the website and IK site, help 

information is available by clicking on the question mark icon. The mobile app help information is specifically 
designed for mobile app usage, while the website and IK site share functionality so the help information is 

combined. 

• The help link for the mobile app is located at https://app.pivotcolumbus.com/docs/help.html  

mailto:pivot@etchgis.com
https://app.pivotcolumbus.com/docs/help.html


Chapter 3. Operations 

  MMTPA Operations and Maintenance Plan – Final Report | Smart Columbus Program | 23 

• The help link for the website and IK site is located at https://app.pivotcolumbus.com/docs/kiosk-
website.html  

The following topics of Pivot general usage are covered in the help section which can be accessed through 

the above links. 

• Creating a profile 

• Trip planning 

• Trip navigation 

• Trip alerts 

• Changing preferences 

• Changing preferred modes 

• Saving frequently traveled locations 

• Wheelchair accessibility 

Table 7 provides additional information related to frequently asked questions about Pivot usage. 

Table 7: Pivot Frequently Asked Questions 

Issue  Description 

How do I plan a trip? First, enter your destination address in the "Where to?" box. Select the correct 
address. You will see a number of results based on your departure time, sorting 
option, and more options. Click on the trip option below for more details. 

I'm not getting any 
results or I'm getting 
very few results. 

Check your preferences in settings, accessed from the home screen by clicking 
the gear in the top right. Maximum walking distance, maximum price, maximum 
transfers, and preferred modes all impact the number of results returned. 

Can I plan future trips? Yes. When viewing trip results, select the drop-down below the location box, next 

to the clock icon. From there, you can select to leave now, leave in the future, or 
set a time of arrival. 

What do the “sort” 
options mean? 

Suggest: ranks the trips based on the time and cost of the trip. 
Cheapest: ranks the trips by lowest cost, ignoring amount of time. 
Fastest: ranks the trips by quickest, regardless of cost. 
Eco-friendly: ranks the trips by the most environmentally friendly trips. 

How do I save a 
location or trip? 

Clicking the gray flag symbol next to the destination address in the search bar will 
allow the destination to appear in your account under "Saved Places". Selecting 
the f lag symbol in the upper right corner once you click a route will allow the trip to 
appear in your account under "Saved Trips". Saving locations and trips require an 
account. 

I don’t see my saved 
locations or trips. 

You must have an account to save locations and trips. 

Are there other 
languages available? 

The app is currently offered in English and Spanish. Visit the settings from the 
upper right corner settings menu to adjust the language. 

How can I find 
wheelchair accessible 
trips? 

See wheelchair accessible trips by turning on "wheelchair accessibility" in the app 
settings menu. 

https://app.pivotcolumbus.com/docs/kiosk-website.html
https://app.pivotcolumbus.com/docs/kiosk-website.html
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Issue  Description 

Do I need an account? No, but you will have a better experience with an account. Account creation allows 
you to see your trip history and save your default preferences and settings. 

Will I get reminders for 
upcoming trips? 

Yes, if notifications are turned on. You can select notification options in the app 
settings. 

I want to use scooters, 
but only from a certain 
provider. 

Choose the preferred providers under App Settings > Transportation Preferences 
> Preferred Modes. 

Can I use my personal 
transportation (car, 
bike)? 

Yes. For all trips, you can make these changes in App Settings > Transportation 
Preferences > Preferred Modes. 

Source: Etch 

For any topics that are not covered within the help section and frequently asked questions, travelers can 

email the Etch support team at pivot@etchgis.com.  

3.1.2. Smart Columbus Operating System  

The Operating System is designed to ingest and disseminate data from external systems for processing via 

a microservices architecture. The Operating System also serves as the source for real-time operational data 
and archived historical data from a combination of data storage sources for use by the City of Columbus and 

third-party applications/developers. 

3.1.2.1. PUBLICLY AVAILABLE DATA ON THE OPERATING SYSTEM 

The following Pivot datasets are available on the Operating System:  

• Mobile app Pivot usage data: https://discovery.smartcolumbusos.com/dataset/pivot/mmtpa 

• IK site usage data: 

https://discovery.smartcolumbusos.com/dataset/pivot/smart_mobility_hub_trips_planned_via_kiosk 

• Website usage data: The Pivot website was released publicly on March 5, 2021 and website usage 
data is undergoing data curation for availability in the Operating System on March 31, 2021. 

Table 8 and Table 9 describe the data elements for the Pivot datasets that are shared with the Operating 
System. 

Table 8: Mobile App Pivot Data Dictionary 

Field Type Description 

AverageTrips  integer Total trips, divided by active vehicles 

weeklyAverageTrips  double Total trips during the specified week, divided by active vehicles 

averageTripDuration  double Total trips duration, divided by total trips 

averageVehicleDuration  double Total trips duration, divided by active vehicles 

weeklyAverageTripDuration  double Total trips duration during the specified week, divided by total 
trips 

mailto:pivot@etchgis.com
https://discovery.smartcolumbusos.com/dataset/pivot/mmtpa
https://discovery.smartcolumbusos.com/dataset/pivot/smart_mobility_hub_trips_planned_via_kiosk
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Field Type Description 

weeklyAverageVehicleDuration  double Total trips duration during the specified week, divided by active 
vehicles 

averageTripDistance  double Total trips distance, divided by total trips 

averageVehicleDistance  double Total trips distance, divided by active vehicles 

weeklyAverageTripDistance  double Total trips distance during the specified week, divided by total 
trips 

weeklyAverageVehicleDistance  double Total trips distance during the specified week, divided by active 
vehicles 

weeklyTotalVehicles  integer Total number of vehicles that were on the street at any time 
during the specified week. This includes all vehicles that were 
available, unavailable or reserved according to the event types 
specified here 

totalVehicles  integer Total number of vehicles that were on the street at any time 
during the specified day. This includes all vehicles that were 
available, unavailable or reserved according to the event types 
specified here 

weeklyTotalActiveVehicles  integer Total number of vehicles that completed at least one trip during 
the specified week (Trips) 

totalActiveVehicles  integer Total number of vehicles that completed at least one trip during 
the specified day (Trips) 

weeklyTotalTrips  integer Total number of trips taken throughout the specified week 

totalTrips  integer Total number of trips taken throughout the specified day 

weeklyTotalDistance  double Total miles traveled by any vehicles throughout the specified 
week. (trip_distance) 

totalDistance  double Total miles traveled by any vehicles throughout the specified 
day 

weeklyTotalDuration  double Total duration of trips taken throughout the specified week 

totalDuration  double Total duration of trips taken throughout the specified day 

dropoffs  json The total number of trips that ended during a time window. 

Dropoffs are presented at a bin or street segment level 

pickups  json The total number of trips that began during a time window. 
Pickups are presented at a bin or street segment level 

tripVolumes  json The number of vehicles that moved over a street or in a zone 
during the time window specified 

f lows  json The number of trips that went from one area of the city to 
another area of the city, sometimes referred to as 
origin/destination data or "O/D pairs". Origin and destination 
bins or street segments are identified 

onstreet  json The maximum number of vehicles that are on the street and 
available or unavailable during the time window specified 

geometry  json Geometry presents coordinates of hexagon bins or street 
segments selected/configured for trip data aggregation 
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Field Type Description 

date  date Date for which this row represents 

Source: City of Columbus 

Table 9: IK site Pivot Data Dictionary 

Field Type 

Date date 

hubId string 

HubTitle string 

kioskLocation list of float 

kioskUnit string 

trips map 

 Modes map 

o busOnly integer 

o carOnly integer 

o mixedBus integer 

o mixedTnc integer 

o mixedTotal integer 

o personalBikeOnly integer 

o rentalBikeOnly integer 

o rentalScooterOnly integer 

o singleTotal integer 

o tncOnly integer 

o walkOnly integer 

 tripsExecuted integer 

 tripsPlanned integer 

 tripsSent integer 

Source: City of Columbus 

3.2. HOURS OF OPERATION 

The Pivot mobile app, website, and IK site are available for travelers to plan and execute trips 24 hours a 
day, seven days a week. It should be noted that the services offered by mobility providers may have varying 

operating hours.  
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3.2.1. Technical Support  

3.2.1.1. ETCH TECHNICAL SUPPORT  

For issues related to the Pivot mobile app, website or IK site, travelers can contact the Etch team using 

feedback options which are available 24 hours a day, seven days a week. Users can submit feedback 
through the main menu of the app, web, kiosk or email pivot@etchgis.com directly.  

3.2.1.2. OPERATING SYSTEM TECHNICAL SUPPORT  

Technical support pertaining to accessing the publicly available data on the Operating System 
(https://www.smartcolumbusos.com/) can be reached through the web via the link: 

https://www.smartcolumbusos.com/contact-us. 

The following information is required in the correspondence: 

• Contact name and organization 

• Email 

• Subject (Tech Help/Request) 

• Message 

• Verif ication (reCAPTCHA) 

3.3. DATA COLLECTION AND PRIVACY  

Data security refers to the tools, policies, practices, and procedures used to protect data from being 
accessed, manipulated, destroyed, or being leveraged by those with a malicious intent or those who are 

unauthorized to do so. Data privacy is the reasonable expectation that data of a sensitive nature will be kept 
confidential, sanitized and/or encrypted, and respectfully and responsibly maintained by all users, 

managers, and collectors of the data, while adhering to applicable laws, regulations, policies, and 
procedures.  

With regards to data privacy, while the Smart Columbus Demonstration Program Data Privacy Plan (DPP)6 

provides overarching guidance for every project on privacy and security controls for data within the overall 
Smart Columbus Program, detailed information on privacy and security controls for the MMTPA project will 

be maintained in the contract. Etch’s contract with the City of Columbus for delivery of the MMTPA System 
includes requirements for a system security plan which is referenced in Chapter 1. 

3.3.1. Data Collected by Etch 

3.3.1.1. PIVOT REGISTRATION INFORMATION 

Pivot obtains information when a traveler registers on the Pivot mobile app or the website (travelers, for 
security reasons, may not register on the IK site). 

When creating an account with Pivot, a traveler is prompted to provide the following information:  

• Email address and a traveler-created password.  

 
6 https://d2rfd3nxvhnf29.cloudfront.net/2020-09/SCC-D-DataPrivacyPlan-AnnualUpdate-V2.pdf 

mailto:pivot@etchgis.com
https://www.smartcolumbusos.com/
https://www.smartcolumbusos.com/contact-us
https://d2rfd3nxvhnf29.cloudfront.net/2020-09/SCC-D-DataPrivacyPlan-AnnualUpdate-V2.pdf


Chapter 3. Operations 

28 | Smart Columbus Program | MMTPA Operations and Maintenance Plan – Final Report  

• Traveler’s first name, last name, and mobile number can be entered under view profile to receive 
mode alert notifications via text and to utilize Yellow Cab. 

3.3.1.2. PIVOT GUEST INFORMATION  

Travelers who do not wish to create an account through Pivot are still able to utilize Pivot as a guest user. 
While no personal information is collected and stored, trip history for guests is collected.  

3.3.1.3. PIVOT OPTIONAL FEEDBACK 

After the user executes a trip, the user will be prompted to rate the trip (1 to 5 stars). This information will be 

provided via an API and included in the Operating System. In addition, the user can provide feedback via an 
open text field in Pivot. This feedback will be collected by Etch. After personally identifiable information (PII) 

is removed, issues collected through feedback is included in Microsoft Teams. The City will review this data 
and prioritize fixes and enhancements with Etch. 

3.3.1.4. PIVOT AUTOMATICALLY COLLECTED INFORMATION  

Once a traveler registers with Pivot and provides access to location services, Pivot collects the following 
information. This information is collected to perform site analysis and to improve content, services, and data 

for the mobile app, website, and IK site. 

More information on the data collection and how the data collected is used is listed within the Pivot privacy 
policy. Pivot Privacy Policy (pivotcolumbus.com). 

• Session ID, date and time stamp, geolocation, referring and exit pages, click or touch stream data, 

movement, scroll, and in some cases, keystroke activity.  

• Trip origin latitude and longitude, destination latitude and longitude, and start and end times of trip. 

• Current location, device type, browser information, internet protocol addresses and OS version. 

• Traveler preferences, such as display language, wheelchair accessibility, maximum walking 

distance, maximum cost per trip, maximum bus transfers, preferred modes, favorite locations, trip 
history and notifications. 

• Mobility provider account information, such as COTA, scooter, or ride sharing or ride-hailing 

services. 

• Online technologies, such as cookies, logs, web beacons, tags, scripts, local storage, and others, 
when using the app or website, sending Pivot an email, or interact with Pivot emails. 

3.3.1.5. DATA PRIVACY 

Etch will abide by the DPP7 for security and privacy of data collected by the Pivot app. Pivot Privacy Policy 

and Terms of Use are accessible to the travelers within the mobile app, website, and on the IK site and 
include clear and specific notice of its collection, use, and sharing of PII. The Privacy Policy and Terms of 

Use are located in the profile section, during registration, and login. 

 
7 https://d2rfd3nxvhnf29.cloudfront.net/2020-09/SCC-D-DataPrivacyPlan-AnnualUpdate-V2.pdf 

https://app.pivotcolumbus.com/docs/privacy-policy.html
https://d2rfd3nxvhnf29.cloudfront.net/2020-09/SCC-D-DataPrivacyPlan-AnnualUpdate-V2.pdf
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3.3.1.5.1 Data Retention   

Etch’s data retention and disposal procedures will follow the DPP. Per the DPP, Etch will retain information 
only for so long as it needs to satisfy the purposes specified in its privacy notices, or for other compatible 

purposes, and in accordance with applicable State of Ohio Public Records laws and applicable contracts 
with third-party vendors.   

User profile data is stored in a traditional database using Amazon Relation Database Service (RDS). Users 

can delete an account, which deletes their personal profile. The user profile data is retained for the lifetime 
of the account.  

Trip requests that store a user’s PII, including name, phone number, and origin and destination, are retained 

for the extent of time needed to complete Yellow Cab booking requests and other ride-hailed requests. This 
information is required for the business purposes of the mobility provider. This information is used in a job 

queue system and is not permanently recorded.  

Historic trip records are stored in a tamper-resistant cryptographic ledger without direct user identification, 
though the records do have trip origins, destinations, and times. This historic data is currently not on a 

schedule to be purged. It is not shared with any external entities.   

For the de-identified and aggregated metrics (the SharedStreets metrics), the service has a programmed 
minimum trip threshold. The minimum trip threshold protects privacy by aggregating individual trip data. The 

current threshold is three unique trip pairs. If a zone or street does not have sufficient trip activity in the 
desired time period in order to meet this threshold, then the data for that area will not be shown.   

3.3.1.5.2 Data Security  

All data stored by Pivot is encrypted in transit using Hypertext Transfer Protocol Secure (HTTPS) and at rest 
using Amazon encrypted Elastic Block Store (EBS). Amazon manages software updates, backups, and 

failovers of the RDS Postgres database. User data is stored in a cryptographic ledger which helps to ensure 
integrity of data. Individual data records cannot be tampered with without changing the entire cryptographic 

hash chain.  

The Etch team uses the open-source SharedStreets Mobility Metrics data aggregation and anonymization 
approach to de-identify the data. The two lead developers are the only users with passwords to access the 

AWS System Console, and access keys for command prompt connections to make changes and push 
updates to the AWS Kubernetes environment. They both have administrator access. All system credentials 

are managed through Identity and Access Management (IAM). The Access Management tools allow the 
team to identify when a resource was last accessed by a user, in the event that suspicious activity occurs.   

The system undergoes automatic updates to the database, Kubernetes software and control plane 

(managed by Amazon), and worker nodes (which use the Amazon machine image). For all Pivot worker 
nodes, Amazon’s firewall (security groups) is configured to restrict outside access to only the HTTP/HTTPS 

web API. The system architecture relies on Amazon’s own security practices to prevent unauthorized 

physical or networked access to other resources within the Virtual Private Cloud, such as the RDS 
database. However, on the software side, Etch is responsible for app and web service updates. All 

components are designed using JavaScript and Node Package Manager. The team uses Dependabot to 
create automatic pull requests whenever a third-party node module is updated, which can be tested and 

included in the next app store update.   

3.3.2. Data Collected by Google Analytics 

Etch uses Google Analytics, which are web analytics services provided by Google LLC. These services use 

cookies to analyze the usage of Pivot mobile app, website, and IK site. The information collected by these 
cookies about the use of Pivot is transmitted to and stored on Google servers. Google uses this information 
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to assess the usage information and provides reports on data. This data may include how often Pivot is 

visited on all UIs, what pages are viewed when visited, and what other websites a user has visited prior to 
visiting our website. Google may transfer this information to third parties, if required by law or if third parties 

process the information on behalf of Google. 

3.3.2.1. DATA PRIVACY 

Travelers may review Google’s data privacy practices for Google Analytics. Users may also review 

Google’s Privacy Policy and Terms of Service for more information. To opt out of being tracked by Google 
Analytics, traveler may download and install the Google Analytics Opt-out Browser Add-on. 

3.3.3. Data Shared with Service Providers 

Linking to mobility services is provided within the mobile app for the travelers to access various 
transportation services which include ride-hailing services, bike or scooter-sharing services, or public 

transportation services. When these services are requested by the traveler through the mobile app, to 
provide the services, traveler information may be shared with the selected mobility services. Currently, the 

mobile app links to the following service providers.  

• Uber: https://www.uber.com/ 

• Lyf t: https://www.lyft.com/ 

• Lime: https://www.li.me/electric-scooter 

• CoGo: https://www.cogobikeshare.com/ 

• Yellow Cab of Columbus: https://yellowcabofcolumbus.com/  

• Gohio Commute: https://gohiocommute.com/#/ 

• COTA: https://www.cota.com/ 

Smart Columbus does not have control on how these service providers use the personal information that is 
collected from the travelers. Privacy Policy and Terms of Use for each of the linked services providers can 

be found on their website.  

3.3.4. Data Shared with the Operating System 

Figure 7 provides a view of the Operating System data portal, highlighting a dataset shared from the Pivot 
application. This data is de-identified by Etch before transfer using the SharedStreets methodology to 

ensure no PII is ingested in the Operating System. The Operating System is responsible for providing Pivot 
data to the public via the Operating System web portal. 

• Mobile app Pivot usage data: https://discovery.smartcolumbusos.com/dataset/pivot/mmtpa 

• IK site usage data: 
https://discovery.smartcolumbusos.com/dataset/pivot/smart_mobility_hub_trips_planned_via_kiosk 

• Website usage data: The Pivot website was released publicly on March 5, 2021 and website usage 

data is undergoing data curation for availability in the Operating System on March 31, 2021. 

https://support.google.com/analytics/answer/6004245
https://policies.google.com/privacy?hl=en
https://policies.google.com/terms
https://tools.google.com/dlpage/gaoptout
https://www.uber.com/
https://www.lyft.com/
https://www.li.me/electric-scooter
https://www.cogobikeshare.com/
https://yellowcabofcolumbus.com/
https://gohiocommute.com/#/
https://www.cota.com/
https://discovery.smartcolumbusos.com/dataset/pivot/mmtpa
https://discovery.smartcolumbusos.com/dataset/pivot/smart_mobility_hub_trips_planned_via_kiosk
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Figure 7: Operating System Data Portal  

Source: City of Columbus 

3.3.4.1. DATA PRIVACY 

The Smart Columbus DPP provides program-level oversight and guidance for the privacy and security 

controls for any data collected as part of the Smart Columbus Program and stored on the Operating 
System. 

For the MMTPA project, Etch has created an API for the Operating System to access Pivot usage 

information. Though other data is collected as mentioned above when using interactive features, only data 
that is needed for performance measurement of this project is collected through the API. Data collected by 

the Operating System has a five-year rolling retention period per the Smart Columbus record retention 
schedule.  

3.3.5. Data Shared with The Ohio State University (OSU) 

Information sent to OSU follows the same policies as data sent to the Operating System. Data is sent via 
API with the following aggregated, de-identified information regarding traveler trip history being provided. 

Data aggregation and de-identification is completed by Etch before transfer. The following data are sent to 
OSU.  

• Date and time stamp 

• Weather 

• Zip code  

• Trip modes (not including mobility company) 

• Length of trip 

• Bus transfers 
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 Maintenance 

Pivot is expected to be operational 24 hours a day, seven days a week. Maintenance activities are 
necessary to keep the system running. This section outlines various maintenance tasks, including 

preventative and corrective maintenance activities and other adjustments as needed.  

4.1. RESPONSIBILITIES 

Etch is responsible for performing all maintenance on the MMTPA back office and UIs. Etch is not 

responsible for performing maintenance on system components that are within the boundary of the 
Operating System. The City of Columbus PMO has responsibility for operating and maintaining the 

Operating System and the components relevant to the MMTPA System – specifically the publicly available 
datasets. During the demonstration, the City is supported by their sub-consultant, Accenture, in these 

activities. Post-demonstration, the City of Columbus will continue this responsibility.  

Any system maintenance, whether preventative or critical, for the MMTPA components is performed during 
off-hours. The City of Columbus is notified ahead of time and notices will be posted to the Pivot Help 

document (https://app.pivotcolumbus.com/docs/help.html) and social media channels. If a user tries to use 
the app during a maintenance window, they will see a “maintenance” message in the app. 

4.2. ETCH PREVENTATIVE MAINTENANCE ACTIVITIES 

This section is intended to capture the preventative maintenance activities specific to the interfaces needed 
to operate the MMTPA System. Preventative maintenance are activities that are routinely performed to 

lessen the likelihood of failure and to discover issues in a proactive manner to lessen their impact.  

Etch is constantly making updates, fixing minor bugs, and improving the overall user experience of Pivot. 

Etch monitors key health metrics to ensure there are no issues with the mobile app, website, and IK site. 
Monitoring also includes app reviews on the iOS and Android stores, reviews submitted for each mode after 

trip execution, and feedback provided through the mobile app, website, and IK site to look for any common 
issues. Etch’s preventative maintenance activities for Pivot are listed in Table 10. 

Table 10: Preventative Maintenance Activities 

Activity  Description  Frequency  Effort  

Review of mobility 
provider API, GTFS, 
and GBFS feeds 

Etch will monitor the changes in data feeds 
provided by the mobility vendors that are 
used to schedule trips in the application.  

Weekly Ongoing 

Pivot app availability 

check 

Continuously monitoring the availability of 

the Pivot mobile to ensure the service is 
available to use. 

Continuous  Ongoing 

Communication with 
DPS regarding 
scooter and bike 
costs 

Etch with work with DPS staff to be 
continually updated as prices are changed. 

Monthly  Ongoing 

 

https://app.pivotcolumbus.com/docs/help.html
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Activity  Description  Frequency  Effort  

Review of ride-hailing 
(Yellow Cab, Uber 
and Lyft) cost 
updates  

Etch will monitor the changes in the pricing 
of  the ride-hailing service providers to 
provide accurate pricing information for 
scheduled trips in the application. 

Monthly Ongoing 

AWS service updates Etch will follow industry standards when 
deploying upgrades for continuous 
improvement of the app.  

As needed Ongoing  

Review of deep 
linking functionality to 
other mobility 
providers 

Etch will monitor the changes in app links 
provided by the mobility vendors that are 
used to schedule trips in the application. 

Weekly Ongoing 

Review of the traveler 
feedback 

Etch will monitor the feedback received from 
the travelers to identify issues. 

Weekly Ongoing 

Release process Etch will release updates to the MMTPA UI. Bi-weekly Ongoing 

Source: City of Columbus, Etch 

4.3. ETCH CORRECTIVE MAINTENANCE ACTIVITIES 

This section is intended to capture the corrective maintenance activities specific to the interfaces needed to 
operate the MMTPA System elements. Corrective maintenance is necessary to identify, isolate, and rectify a 

fault when identified by an administrator or traveler. As with the preventative maintenance, corrective 
maintenance for the MMTPA back office and UIs is the responsibility of Etch.  

As noted in Section 3.1.1, Etch provides a customer feedback option (accessible via the app, website, and 

on IK site) for travelers to report issues related to the mobile app, website, and IK site. Internally, the 
feedback received is prioritized by the Etch and Product Owner, and a schedule for release of each item is 

discussed. 

Table 11 lists the corrective maintenance activities associated with addressing issues related to the MMTPA 
back office or UIs. Where effort is noted is “To Be Decided (TBD)” indicates that the effort would be 

estimated based on the fault that is identified, the fix that is required, and may vary.  

Table 11: Corrective Maintenance Activities 

Activity Description  Frequency  Effort  

Error in Pivot mobile 
app, website or IK site 

Respond to error in the 
Pivot mobile app, website 
or IK site 

As identified TBD 

Error with mobility 
provider data feed or 
deep link 

Respond to error in the 
Pivot mobile app, website 
or IK site with a warning 
to users that trips may be 
impacted 

As identified TBD 

Source: City of Columbus, Etch 
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4.4. OPERATING SYSTEM PREVENTATIVE MAINTENANCE 

Pivot data are transferred to the Operating System through a secure REST API using a POST method. Data 
is encrypted in transit using Transport Layer Security (TLS). The data feed schema is defined by the 

Operating System team based on inputs from Etch. The Operating System team schedules ingestion jobs 
for various data feeds based on their update frequency. In case of any changes or updates to the data feed 

schema or endpoint, the Operating System team updates the data pipeline to reflect the changes. These 
data pipeline updates can take a level of effort of up to 6 hours. Table 12 provides activities associated with 

updating data that is collected in the Operating System. 

Table 12: Maintenance of Data Ingestion to Operating System 

Activity  Description  Frequency  Effort  

Update data 
structure/schema in 
Operating System 

Data ingested into the Operating 
System has changed and requires 
updates to the existing data 
structure/schema. 

As needed 6 hours  

Source: City of Columbus 

The Operating System team performs preventive maintenance tasks regularly in order to keep the system 
operating optimally. Both preventative and corrective maintenance for the MMTPA datasets are the same as 

all other datasets in the Operating System and are covered in the Smart Columbus Operating System O&M 

Plan.8 

4.5. OPERATING SYSTEM CORRECTIVE MAINTENANCE ACTIVITIES 

No specific corrective maintenance activities were identified for this project. Other corrective maintenance 

activities related to Operating System can found in the Smart Columbus Operating System O&M Plan.

 
8 https://d2rfd3nxvhnf29.cloudfront.net/2020-06/SCC-B-SCOS-O%26M-Final-v1.pdf 

https://d2rfd3nxvhnf29.cloudfront.net/2020-06/SCC-B-SCOS-O%26M-Final-v1.pdf
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 Acronyms and Definitions  

Table 13 provides project specific acronyms used throughout this document. 

Table 13: Acronym List 

Abbreviation/Acronym Definition 

ADA Americans with Disabilities Act 

API Application Programming Interface 

AWS Amazon Web Services 

COTA Central Ohio Transit Authority 

CPS Common Payment System 

DPP Smart Columbus Demonstration Program Data Privacy Plan 

DPS Department of Public Service 

EBD Elastic Block Store 

GBFS General Bike Feed Specification 

GTFS General Transit Feed Specification 

HTTP Hypertext Transfer Protocol 

HTTPS Hyper-Text Transfer Protocol Secured  

IAM Identity and Access Management 

IK Interactive Kiosk 

JSON JavaScript Object Notation 

MB Megabyte 

MMTPA Multimodal Trip Planning Application  

MORPC Mid-Ohio Regional Planning Commission 

MTECH dba Etch 

Operating System Smart Columbus Operating System  

OS Operating System 

OSU The Ohio State University  

O&M Operations and Maintenance 

PII Personally Identifiable Information 

PMO Smart Columbus Project Management Office 

RDS Relation Database Service  

REST API Representational State Transfer API 

SASP System Architecture Standards Plan 
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Abbreviation/Acronym Definition 

SMH Smarty Mobility Hubs 

TBD To Be Decided 

TLS Transport Layer Security 

UI User Interface 

USDOT United States Department of Transportation 

Source: City of Columbus
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 Glossary 

Table 14 provides project specific terms used throughout this document. 

Table 14: Glossary 

Term Definition 

App Software application 

Data privacy The reasonable expectation that data of a sensitive nature will be kept 
confidential, sanitized and/or encrypted, and respectfully and responsibly 
maintained by all users, managers, and collectors of the data. 

Data retention The continued storage of data for compliance or business reasons. 

Data security The tools, policies, practices, and procedures used to protect data from 
being accessed, manipulated or destroyed or being leveraged by those 
with a malicious intent or without authorization, as well as the corrective 
actions taken when data breaches are suspected or have been identified. 

Open data Information that is freely available for anyone to use and republish as they 
wish. 

Open-source concepts The notion of open collaboration and voluntary contribution for software 
development by writing and exchanging programming code. 

Real-time data Information that is delivered immediately after collection. 

reCAPTCHA A f ree service from Google that helps protect websites from spam and 
abuse. 

RESTful API REST API that has the 6 architectural constraints satisfied, i.e., Uniform 
Interface, Client Server, Stateless, Cacheable, Layered System, and Code 
on Demand. 

Term Def inition. 

Third-party  Organizations not affiliated with the Smart Columbus Program. 

Travelers (end users) The residents and visitors in Columbus who will be interacting with the 
Pivot to plan and book trips. 

Source: City of Columbus



 

 

 


